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|. Tai sao can dam bao an toan st dung Internet )

Viét Nam c6 muic d6 st dung Internet tang trudng cao, tir gan 3,1 triéu ngugi dung
nam 2003 dén 45,5 triéu ngudi dung nam 2015 tuong duong 48% dan so, 146%
dan so st dung thué bao di ddng va 31% stir dung mang xa hoi. Viét Nam dang dugc
xép thit 6 trong khu vuc chau A vé sé lugng ngudi dung va ding thd 17/20 quéc gia
c6 luong ngudi dung Internet nhiéu nhat thé giGi, mét nlra trong s6 do la tré em va
thanh thi€u nién (1). Chung ta ngay cang khéng thé phd nhan dugc cong nghé,
thiét bi s6 va Internet dong mot vai trd quan trong trong cudc séng thudng ngay,
phuc vu giai tri, lam viéc, hoc tap va két néi. Tuy nhién, mat trai cla Internet va céng
nghé di dong la mang lai nhiéu thach thic d6i véi an toan clia ngudi dung, dac biét
la tré em.

a (1) Theo T6 chiic théng ké s6 liéu Internet quéc té (internetworldstats), 2015
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Uy tin va hinh anh ca nhan

@ Tat ca nhiing gi ban dang tai trén moi trudng
< ‘_T1 truc tuyén déu tré thanh mot phan uy tin va

< hinh anh cad nhan cda ban.
())) ﬂ.g@

- @ « 4 InternetA,tc“Sn ’Eai IélAJ dé,i, rc)?g khé:\B va \thc“mg tiﬂn.

5 ® truc tuyén IL~Jon lubn cé thé tllm k!em va theo doi

- ‘ % mot cach de dang. Vi vay, bat ké moét thé’ng tin

H, 2 "{?afrr nao chung ta da dang tai |én cling c6 thé dugc
@ s tim ra b&i nha tuyén dung trong tuong lai.

Méi quan hé

Cang nhu trong ddi séng thuc t&, nhiing moi
quan hé trong moi trudng truc tuyén cling rat
phuc tap. Ching ta c6 thé cé nhing cudc tranh
luan tham chi véi ca ngudi than thong qua viéc
nhan tin, c6 thé tao mét cong déng truc tuyén
va cling c6 thé tim ra nhirng ngudi ban théng
gua mang xa hoi.

Bao mat ca nhan

Ban c6 thé bi danh cdp thong tin ca nhan hodc quyén bao mat trén moi trudng truc
tuyén, ké xau c6 thé 1dy cap théng tin ban chia sé théng qua nhimng hinh anh, video,
dong trang thai ban dang tai trén mang xa hoéi va bat ci dau trén Internet.

Tai chinh

Nhiing ngugi tré chinh la nhitng nguai c6 nguy co bi xam pham tai chinh nhiéu
nhat trén moi truong truc tuyén. Nhiing ké trém thudng nham vao nhiing ban tré
vi ho ¢6 tai chinh tot va lo la trong viéc bdo mat thong tin ca nhan. Ké xau ciing
thudng cé nhiing hanh vi ltia ddo tinh vi nhu thanh 1ap cac trang web réi yéu cau
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ngucdi dung dang ky thong tin ca nhan

hodc gtii email yéu cau ban di theo mot Il. Lam thé nao dé dam bao an toan trén
dudng dan tGi cac trang web dé cap nhat N

-/ A e b n
va xac nhan tén tai khoan, mat khau. Amm truong truc tuyen

1. Bdo vé cac thiét bi két néi Internet (may tinh, dién thoai)

e Tang cudng tinh phong thu cho may tinh
Tai Viét Nam, hién co rat it thong tin va dir liéu vé muic d6 va quy mo clia xam hai

va boc 16t tré em qua moi trudng truc tuyén. 14% thanh thiéu nién dugc hoi & khu Hay dé ché do tu déng cap nhat cho tat ca cac phan mém (bao gém ca trinh duyét
vuc thanh thi va 20% thanh thiéu nién dugc hoi & khu vuc néng thén cho biét ho web) trén may tinh cla ban.

da ting trai nghiém viéc bi bat nat trong moi trudng ky thuat s6 nhu bat nat qua

mang, de doa hoac gay béi réi kho x( (2). Cai dat phan mém diét virus va phan mém chéng gian diép.

Nam 2014, B6 Lao Bong, Thuong Binh va Xa
HGi tién hanh khao séat véi hoc sinh 3 trudng
trung hoc phé thong tai Ha Néi trong d6 36.4%
da tung bi bat nat;15.7% da tiing bi de doa va
13.2% bi gay kho xu. Trung tam Sang kién Suic
khée va Dan s6 (CCIHP) va Bo Lao Dong,
Thuang Binh va Xa Hoi tién hanh khao sat vai
246 thanh thiéu nién trong nam 2014 thi bat
nat, nhan tin ga tinh va tiép can hinh anh khiéu
dam khéng mong muén la cac van dé thanh
thiéu nién gap phai nhiéu nhat, chl yéu qua
mang xa hai (3).

<

Vi vay, diéu quan trong nhat hién nay, bén canh viéc cac don vi cung cap dich vu truc
tuyén can c6 trach nhiém trong ho trg bao vé tré em va thanh thiéu nién - nhiing
ngudi dung dich vu cia ho théng qua viéc thiét |ap cac co ché dé st dung dich vu
mot cach an toan haon, thong qua bdo vé danh tinh va dir liéu cd nhan, dam bdo
quyén tu do biéu dat cta tré em va thiét |ap cac co ché dé gidi quyét cac vi pham vé
quyén tré em khi xay ra; thi chinh tré em va cac bac phu huynh can tu trang bi cho
minh nhiing ky nang can thiét dé bao vé chinh minh va ngudi than khoi nhirng nguy
co gay hai trén méi trudng truc tuyén.

Ludn ludn bat tudng Ita (firewall): Tudng Itra gitp tao nén mot hang rao bao vé may
tinh cGia ban truéc nhiing nguy hai ti moéi trudng Internet. Chi can ban tat tudng Ita
di trong mét vai phat cling c6 thé lam gia tdng nguy co may tinh ctia ban bi xam hai
b&i nhirng moi nguy hiém truc tuyén.

(2) UNICEF New York, Vu Truyén Théng, Phong Truyén thdng Xa héi va Dan sy : Thanh thiéu nién Viét Nam truc
tuyén: thar nghién cdu vé burc tranh ky thudt sé Viét Nam, 2013
(3) So lugc vé bdo vé tré em trén méi trudng truc tuyén, UNICEF, 2015
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Céan trong khi si dung 8 flash (6 ciing di
dong st dung céng USB dé két néi). O
cting di ddng hodc USB ¢6 thé mang virus
gay hai cho may tinh, vi vdy hay cin trong ~ Cau hoi luyén tap

méi khi két néi 6 ciing hodc USB véi may )
tinh ctia ban: Khéng st dung 6 cling hoac R . L N ~ ~ R i N X

USB la khong ré ngudn géc; Khi két néi Cau 1: Viéc thiéet Iap trang thai tw dong cap nhat cho cac phan méem
USB hay gitr nhan phim SHIFT; Néu quén s€ giup ban:

nhan phim SHIFT, ban hay dong bat cu a. Tiét kiém dugc thoi gian tim va cap nhat cac phién ban mai cho cac phan
cla s6 pop-up nao hién ra khi USB duoc R

két noi; Khdng mé bat c tép tin nao trong mem.

6 cing hay USB ma ban dang khéng tim b. Ludon dugc cap nhat phan mém mdéi nhat.

kiém.

c. Tranh dugc viéc cap nhat nham cac phan mém chiia ma doc, virus gay

hai cho may tinh.

d. Ca 3 phuong an trén.

e Khong tai cac phan mém doc hai

Cau 2: Phat biéu sau day Pang (D) hay Sai (S) va tai sao?
a. Cac duong link do nguai than va ban bé than thiét gui truc tuyén hoan

Nghi ky trudc khi nhdy chudt vao cac lién két
dén cac video clip, tro choi, ma tép anh va bai
hat hodc cac tép tur bat ky nguén nao - ké ca

»
£ ngudi ma ban tin tudng. Hay hdi ngudi gui \aj toan an toan vi day la nhitng ngudi c6 thé tin tudng tuyét doi.
trudc khi ban ma tép vi viéc tai xuéng co thé

cai dat nhiing phan mém doc hai hodc ké xau Pung Sai

c6 thé dot nhap vao thiét bi ctia ban.

b. Chi nén tai xuéng (download) phan mém & nhiing website ctia nhiing

] don vi uy tin va c6 ban quyén khai thac st dung phan mém dé.
e (aidat cac ung dung bo sung (add-in) moét cach than trong

M6t vai ing dung do6 cé thé gay hai cho may tinh hodc an cap cac dit liéu quan trong. bung Sai
Hay trung thanh véi cac ing dung clia nhitng nha cung cap ung dung uy tin.

Cau 3: Nén dat ma PIN cho may tinh hay dién thoai la:

e Khoa dién thoai bang ma s6 nhan dang
cd nhan (PIN)

Dé ngudi khac khong thé dung dién thoai cua

ban dé goi, nhan tin hodc xem cac théng tin ca

nhan khac cta ban.

a. Ngay sinh nhat vi dé nhé

b. Lién quan dén sé dién thoai ca nhan

c.La ténriéng cho dé nhé

d.Khéng nén dat ma PIN lién quan dén cac thong tin ca nhan vi dé bi doan

va bi ké xau lgi dung mé dién thoai
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2. S dung thu dién tir an toan (Email) > Suy nghi trudc khi tra 1&i thu:
. A . P o . . + Hay than trong kiém tra tén clla nguoi

e Sudung mat khau manh dé bao vé email va cac tai khoan truc tuyén gti email cho ban c6 thé Ia gia.
khac. + Hay chua y trudc khi nhay chudt vao lién
- Tao mat khau dai (cum hodc cau) bao gom ca két téi cac videos, tép hinh anh, bai hat
ch(t cai in hoa, chir thudng, sé va ky tu. hodc cac tép khac - ké ca khi ban biét ro vé
- Tranh dung cing mot mat khau cho tat ca cac ngudi gui. Hay héi ngudi gui trudc khi ban

tai khoan. Vi néu mat khau bi danh cap thi tat ca m& hodc nhap vao lién két.

cac tai khoan khac sé bi ro ri théng tin.
- C6 thé luu mat khau bang cach viét ra gidy va

luu trir can than, khong chia s¢ mat khau véi bat + Hay canh giac dé khong truy cap vao trang web hodc goi tGi s6 dién thoai cé trong

ky ai. tin nhan kha nghi vi chiing co thé 1a gia mao. Thay vao do, chi lién hé vai dia chi ma
ban da xac minh dugc chinh xac.

+ Hay can than vai nhimng gi ban viét trong email vi chung khéng dugc bao mat va
an toan nhu viét trén mot tam buu thiép.

® Dung email mét cach an toan haon.

» DEy cac dau hiéu gian lan:

+ Hay than trong khi ban nhan dugc nhirng tin nhan day bat ngs nhu“ban vira trang o. v 9
sO6 dbc dac’, hay can phai gui tién cho ngudi than, hodc gitp d& moét ngudi xa la - M'
chuyén tién. Nhiing dau hiéu khac bao gém viéc thong bao dong tai khoan, 16i chinh -z TS <

ta hoac 16i nglr phap.

Cau hai luyén tap \
WA + Hay tinh tdo véi nhiing tro Ita dao tu ]
email, vi du mét thu théng bao khan cap Cau 1: Phat biéu sau day bung (P) hay Sai (S) va tai sao?
» c6 vé tu ngan hang cla ban hodc tu Nén sir dung chung mat khau (password) cho tat ca cac tai khoan truc tuyén vi
nhiing t6 chdc dang tin cay, nhu quy tu dé quan ly va dé ghi nhé.
( thién ma ban yéu thich. Chiing c6 thé yéu
» cau ban cung cap mat khiu, thong tin tai bing Sai
chinh hoac cac théng tin nhay cadm khac,
hay yéu cau ban t6i mét trang web hoac Cau 2: Trong tinh huéng nhan dugc mot email tr mot ngudi la, email cd mot tap
» goi tGi mét so dién thoai gia mao. tin dinh kém, ban c6 nén ma email d6 khéng? Hay thao luan véi ban bé dé dua
ra phuang an xu ly tinh huéng nay.
Cau 3: Ban nhan dugc email théng bao da tring thuéng may man ti chuong
trinh X, chuong trinh yéu cau ban gui lai dia chi nha va sé dién thoai dé gui giai
Tim hiéu thém tai: thudng cho ban, ban nén lam gi?
https://www.microsoff.com/en-us/safety/online-privacy/phishing-scams. aspx \ )

Q......................................................................................’.............................................................................@9
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3. Sirdung Mang xa héi an toan

- Xac dinh xem théng tin
cd nhan hoac blog cua
ban nén dat ché dé cong
khai nhu thé nao.

- Khi s dung cac trang
mang xa hoi hoac viét
blog, hay can nhac vé viéc
mot sé trang web sé tu
déng chuyén sang ché do

cong khai cho tat ca
ngudi dung Internet vé A '
nhlng gi ban dang tai. /e\ :' ‘

- Hay tim phan Cai dat (Settings) hodc Tuy chon (Options) dé quan ly ai c6 thé thay
thong tin ca nhan, hinh anh, danh sach ban bé, va moi ngudi cé thé tim ra trang ca
nhan clia ban bang cach nao, ai c6 thé binh luan hoac lam sao dé chan nhiing truy
cap khong mong muén.

[ £ Tim Kiém nguoi. ia diém va moi thir Trang chil 20+
«® Chung Cai dat quyén riéng tw va cong cu
3 Bdo mat
Aico thé xem ndi dungcla  Ai co thé xem cac bai viét cia ban frong trong lai?  Ban bé Chinh sira

[E) Quyén riéng tw t6i?
=] Déng théxi gian va gént.. Xem lai tt ca bai viét ciia ban va nhitng néi dung SiF dung nhat ky hoat déng
ma ban dwrgc gan thé

@ chan

E Ngén ngir Gidri han ngudi xem cho céc bai viét ban da chia Gicki han bai viét trudre day
5& v&i ban cla ban bé hodc moi nguai?

@ Thing bao i - -

Di déng Ai ¢ thé lign hé v tdi? Al co the giri livi mévi ket ban den ban? Ban bé cua ban be Chinh sira

Balviet cong khal Ai co thé tim kiém tdi? Ai co thé tim kiém ban béng viéc ding dia chi Ban be Chinh sita
email ban d3 cung cap?

M Ung dung _ i ) i

[F3 Quang céo Ai co the tim kiem ban bang viéc ding so dién Ban be Chinh sira

g thoai ban da cung cap?

Thanh todn

€3 Hop thu hé tro Ban co mudn céng cu tim kiém bén ngoai (o] Chinh sira

B Video Facebook lién ket v&i trang cé nhan cia minh

khéng?

M6t vi du cai dat quyén riéng tu trén mang xd hoi Facebook

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

® Bdo mat nhiing thong tin cad nhan nhay cam.

- Trudc khi nhap moét thong tin nhay cdm, hay xem trang web dé ¢6 la dia chi web
an toan tin cay hay khéng bang cach tim dau hiéu https va biéu tugng khéa dong
( ) bén canh.

B¢ YouthSpark - Microsoft X+
&< — O | E] microsoft.com/en-us/philanthropies/youthspark

=. Microsoft Store - Products - Support

Ddu hiéu https va biéu tuong khéa déng khi mé website an todn
- Khong bao gid cung cap cac théng tin nhay cdm (nhu sé tai khoan hay mat khau)
hodc goi vao mot sé dién thoai theo yéu cau trong email hodc tin nhan hay trén
mang xa hoi.
- Suy nghi ky trudc khi phan héi cho viéc xin tién ti nhirng doi tuong tu xung la
“thanh vién gia dinh”, dé thudng la mot tro Itra dao.

® Nghién cuu ky bat ky trang mang xa hoi nao
trudc khi ban stir dung chung.

- Hay doc ky cac diéu khoan st dung. Trang
web cé quyén s& hGu thong tin cha ban
khong? Co thé ban théng tin ctia ban khéng?
Hoac dung nhiing théng tin ca nhan cda ban
dé gui thong tin quang cao khong?

- Tim hiéu kha nang quan ly nhing tuong tac
lam dung va ndéi dung khéng phu hgp cula
trang web, cling cach thiic bao cdo nhiing van
dé do vai trang web ¢ dugc dam bao khéng.

e Can than khi lua chon ban bé trén mang.

- Hay nghi ky trudc khi ban chap nhan [6i maoi két ban cla ai d6. Chi nén két ban vdai
nhiing ngudi ma ban hoac ban than clia ban da gap truc ti€p hodc véi nhiing nguoi
ma ban cé ban chung véi ho.

- Dinh ky danh gia lai nhiing nguai c6
quyén truy cap vao théng tin clia ban.
Danh sach ban bé cling c6 thé thay doi
theo thai gian.

- Kiém tra lai nhiing gi ngudi khac viét
vé ban. Hay chac chan rang ho khéng
dang nhiing diéu ma ban khong muén
chia sé nhu nhiing bldc anh ca nhan
hodc noi & clia ban. Ban hoan toan cé
thé yéu cau ho g& nhing théng tin do
xuong.
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® Hay la mot ngudi ban thuc su. - Can nhac dang anh, video hodc binh luan goi y. Hay tu héi liéu ching co thé
anh hudng xau téi hinh anh cda ban hay khong.

- Néu ban s dung dich vu dinh vi, hdy xem xét viéc gigi han nguai biét vi tri cia
ban. Chu y t6i dia di€ém va thai gian ban “check in”, va can trong trong viéc lién két
chung téi cac kénh mang xa hoi.

- Tao mat khau manh va gilt chiing bi mat.

Cac nguyén tac tao mat khau cho mang xa hoi hay bat ci mét tai khoan truc tuyén
nao khac cling gidng nhu nguyén tac tao mat khau cho email ma ban da dugc tim
hi€u trong phan trudc clia cuén cam nang nay.

- Néu nhu ban khong thuc su
hiéu r6 mot van dé nao do,
dung chia sé né [én mang.

- Hay didng lén vi cac ban cua
minh. Bao luc Internet it dinh
dén nhiing ngudi c6 mot
nhém ban doan két va sé bi
ngan chan khi ban bé cula
nan nhan tap hagp lai.

- Khéng chia sé nhiing thong
tin cd nhan cda ban bé hoac
cla gia dinh [én mang néu
chua cé su cho phép cua ho.

Cau hai luyén tap

- gap n’\Qt nguol.b?n trerl mang‘go’the ct\at c[\u’a da\y'rw ro. I-‘Iay tu I?ao v,e ban‘th:jm Cau 1. Nhirng phat biéu sau day dung (D) hay Sai (S)?

bang cach luén di cung mot ngudi I6n hoac mét ngudi ban ma ban tin tudng va gap

& noi cdng cong ddng nguai. a. C6 thé ndi xau vé ngudi khac trén mang xa hoéi vi khong ai biét ban la ai &
e Nghi ky trudc khi chia sé - khéng chia sé qué nhiéu. ngoai doi thyc.

Trudc khi ban dang tai bat ky thi gi lén mang, hay nhé rang trang web c6 thé luu trir D D D Sai

nhiing diéu ban dang, ban bé c6 thé 1y né vé, hodc ké xau hoac nhimng 16 héng an ung ai

ninh ¢6 thé lam dung no.

- Bung dang bat ky nhiing gi — dac biét la nhiing thong tin nhay cam nhu dia chi
nha hay ngay sinh nhat — ma ban chi c6 thé néi véi ban than. xa hoi, ban khéng can quan tam vi dé khong phai chuyén ctia ban.
- Hay cén than khi chia sé cdm xuc - cho du ban dang vui, budn, ttic gian hodac lo
lang vé tién bac - vi nhiéu ngudi cé thé khai thac nhimng cdm xuc cla ban.

- Khéng déng bat ky diéu gi ma ban thudng chi co thé noi véi ban than, bao gém ca [:
cam xuc. Cho du ban vui, buén, gian dit hay c6 nhitng méi lo 1ang vé tién bac, tam

su rong rai co thé tang nguy ca bi xam hai hodc khién ban trd thanh muc tiéu cho
nhing tro [Ura dao.

- Hay gitf nhiing théng tin nhay cdm cho riéng minh dé khong bi lita dado, mao danh ban, ban cé thé cho ho biét nhiing théng tin ca nhan nhu dia chi, sé dién thoai.
hodc nhiing ngudi xau c6 thé tim thay ban qua dia chi nha, sé dién thoai hodc tai
khodn ca nhan, ngay sinh nhat va cac buc anh.

b. Néu ban biét mot ngusi ban nao dé bi lan truyén thong tin xau trén mang

Puang Sai

c. Néu ban noi chuyén truc tuyén véi mot ngudi cé nhiéu ban bé chung véi

| | ping || Sai

\. J
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Cau 2. Néu ban chia sé mét hinh anh Ién mang xa hdi, n6 sé ton tai 4. Su dung trinh duyét web an toan
trén méi trrdng trwe tuyen trong bao lau?
a.3 thang ® Tim nhing dau hiéu cho thay trang web dé an toan.
b. 6 thang - Dam bdo ban dang & trang web dung - vi
c. Dén khi ban g& bo du, khi dang nhap vao trang web cla ngan
d. C6 thé mai mai - ngudi khac cé thé lay vé va dang tai lén bat cu ldc g?énr?q,af;ay dam bao do khong phaila trang
nao " Tim céc dia chi trang web c6 https (s viét

tat cho secure (an toan)) va khoa dong
bén canh. (Khda nay cling c6 thé xuat hién
phia duéi bén phai cla cla s6). Khong go
.......................................................................................................................................................... théng tin nhay cdm vao céac cla s6 web
tu dong xuat hién.

Cau 3. Hay liét ké 5 thong tin vé ban than ma ban nghi rang khong nén
chia sé trwc tuyen?

® Tranh nhap chudt vao cac trang thai“Agree”,"OK” hodc“l accept”
trén cac banner quang céo, clia s6 pop-up bat ngd hién ra véi nhitng canh bao hodc

Cau 4: Ban c6 thé gri anh cho ngw®i khac trén méi treéng trwe tuyén dé nghi diét vi rat va cac phan mém gian diép, hodc trén cac trang web cé vé bat hop
trong trwrdng hop nao: phap va khéng chinh théng.
a. Ngudi d6 gli anh cho ban trudc - Thay vao d6, hay nhan Ctrl + F4 hoac Ctrl + Alt trén ban phim dé déng cac clia s6

b. Ban glii mot buic anh da cii cho ngudi dé nay lai.

c. Cho t6i khi ban cho ho biét dia chi

- Néu cac ctra s6 nay khéng dong, hay nhan ALT
+ F4 trén ban phim dé dong trinh duyét web lai.
Ddng tat ca cac tabs va khong luu lai bat c mot
tabs nao cho lan khéi dong trinh duyét tiép theo.

d. Chi khi nao bé me hodc ngudi I6n tin tudng déng y cho ban chuyén

Cau 5: Hay thao luan vé&i ban bé dé dwa ra phwong an cho nhirng
tinh huong sau day:

Wl LA

a. Nam va Cuong két ban trén mang xa hoi va tro chuyén dugc vai thang. Nam
ra Cudng gap mat ngoai dai dé hai ban cung di choi, Cudng nén lam gi?

b. Thao va Mai bat dau trd chuyén trén mang xa hoéi vai ngay. Mai no6i cho Thao ® Khong tai cac ban sao bat hgp
biét dia chi nha, tudi clia Mai, trudng hoc va Mai trong nhu thé nao. Mai hoi Thao phap cla am nhac, tro chagi video co
dia chi truong hoc ctia Thao & dau. Thao nén lam nhu thé nao? ban quyén.

c. Toan va Thang la ban trén mang xa hoi. Thang gidp Toan lam bai tap va hoi s6

. Cac tap di liéu bat hop phap nay thudn
dién thoai cia Toan. Toan c6 nén déng y khéng? P ' 7P Phap nay d

dugc dung dé phat tan virus va phan
mém gian diép vai su thiéu hiéu biét clia
ngudi dung.
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® Dung la mdt ngudi gian lan

. 5. Hanh déng khi xay ra van dé
tren mang.

Khéng sao chép van ban tu cac
trang web hoac mua nhiing bai
luan van, bao cao hoan chinh trén
mang.

Trong truong hop ban bi xam hai trén moi truong truc tuyén, hay luu lai cac bang
chiing bat cur khi nao cé thé.

® Khi st dung email, mang xa héi hay dich vu web.

- Néu ban gap phai bat ky su [lra dao, cac ndi dung xic pham hodc Igi dung vi thanh
vién, hanh vi de doa hodc trom cap tai khoan, hdy bao cao diéu nay. Vi dy, tim
duong dan bao cao lam dung (Report Abuse) trong phan dich vu hodac phan mém
clia Microsoft, hodac lién hé véi ban quan tri tai htfps://cert.microsoft.com/re-
port.aspx

- Néu ai d6 3y tai khoan email ctia ban, hay thay d6i mat khau ngay tuc khac (néu

Cau hoi Iuyen tap A c6 thé) hodc bao cdo su viéc vai nha cung cap email chia ban.
Cau 1: Trén mdi trwvdng trwe tuyén, néu ban thay mot website 1am ban ® Biquady réi lién tuc hodc bi xam pham vé than thé.
cam thay bat thwong, khéng thoai mai (VD: ty dong download phan B&o céo vGi cac co quan chuic ndng cé tham quyén tai dia phuong va cac don vi bao
meém la, c6 dau hiéu website gia mao...), ban nén lam gi? vé quyén lgi cho tré em.
a. Ghi lai tén website nay dé khong bao gid quay trd lai. ® Danh tinh cta ban bi danh cap hodc ban da 16 dinh vao mét vu ltra dao
b. N6i v6i ban bé dé ban bé cung tranh. qua mang (scam).

c. Tham khao y kién bé me, thay c6 hoac nguoi I6n dang tin cay. Hay thay d6i ngay lap tic mat khiu va s6 nhan dang cé nhan & tat ca cac tai khoan,

d. Tat may tinh. va béo cao:
Cau 2: Cac phat biéu sau day la Pung (B) hay Sai (S) - V6i cong ty the tin I .
dung, ngan hang, hoac
a. Khi mua sdm truc tuyén, luén luén can kiém tra lai xem trang web dé c6 cho céng ty bdo hiém st

khde clia ban.

- VGi cac ca quan chuc
nang c6 tham quyén tai
dia phuong.

- V&i cac t6 chiic bdo vé
quyén Igi cho tré em tai
vui dla khéng trung thuc dé khéng 16 théng tin ca nhan. dia phuong.

phép chuc nang thanh toan hgp phap hay khéng.

bung Sai

b. Khi lam khao sat truc tuyén, khéng can xin phép ngugi I6n, ma chi can tra |Gi

Pung Sai

\_ J
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|. Tai sao phu huynh can huéng dan va bao vé

~

-j- tré vé an toan s dung Internet

Ké tir khi con tré chap chiing biét di, ban da can huéng dan cho tré lam thé nao dé
dam béo su an toan trong doi s6ng hang ngay. Vay con an toan st dung Internet thi
sao? B6 me hay bat dau bang viéc tim hiéu nhiing méi nguy hiém c6 thé xay dén véi
tré nho trén méi truong truc tuyén.

Tré c6 thé vo tinh d€ 16 théng tin ca nhan trén moi trudng truc tuyén nhiéu hon mic

PHAN lI: can thiét. Rat nhiéu tré nho dua ra nhiing théng tin ¢é thé anh hudng dén hinh anh

ca nhan va c6 nhiing hau qua tiéu cuc trong suét thoi gian dai vé sau. Cac em ciing

DAN H CHO P H U H UYN H c6 thé dé dang chia sé mat khau hodc nhimng théng tin ca nhan trén mang xa hoi
- hoac thong tin tiét 16 vé ban than hay dia chi ca nhan. Biéu nay c6 thé dan t&i nhiing

xam pham, [ra ddo, trém cdp hoac nhiing lgi dung cla ké xau déi vai tré nho.

Tré nho tham gia méi trudng truc tuyén ma khdng nhan thic dugc bai hét, tro chaoi
hoac video tir nhiing trang web hodc nhiing nguén chia sé théng tin mién phi
khong quen thudc c6 thé c6 nhiéu anh hudng tiéu cuc. May tinh c6 thé bi tan cong
bsi nhitng phan mém déc hai, nhiing thong tin ca nhan bi xam hai. S dung
webcam va camera cla dién thoai cling c6 thé dan téi nhiing hanh vi chia dung
nhiéu rdi ro.

@.....:‘................................................................................'..............................................................................@E
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Nhiing ké xau loi dung dé
tiét 16 thong tin ca nhan cla
tré nho. Nhiing website &
cau lac b6 hoac trudng hoc
c6 thé luu tri rat nhiéu
thong tin cdia hoc sinh va
thanh vién. Gia dinh va ban
bé ¢6 thé clng tuong tac
véi tré nho théng qua
nhing buc hinh hay binh
luan. M6t vai trang thong
tin sé ban nhing théng tin
ca nhan ma ho thu thap
duagc.

Cac dich vu truc tuyén ciing c6 thé khién tré nhé vao nhiing maéi nguy hiém vi khi st
dung cac dich vu nay tré nhé sé dé 16 nhiéu théng tin ca nhan mot cach khéng can
trong, trong khi cac dich vu dé khong ddm bao dugc su an toan bao mat cho ngudi
dung.

@ IIl. Lam thé nao dé bao vé tré an toan trén

L moi trudng truc tuyén

1. Dat van dé vdi tré vé an toan st dung Internet

- V&inhing tré dudi 10 tudi: Cach tiép can t6t
nhat la ban ngéi xuéng va cing tham gia vao
cac hoat dong trén mang cua cac con, cdi mé
véi nhitng cau hoi va su td mo cua tré. Khi
chung 16n hon, gitup chudng st dung nhiing
dich vu va cac cobng cu mdi trén Internet.

- VGitré tir 10 - 15 tudi: Cach hiéu
qua nhat la huéng dan, trao déi
c8i ma& va tich cuc. Ggi y dé
chung chia sé véi ban nhiing
trang ma chung truy cap, hay
chung tao ra, nhiing tro choi ma
chung chai, nhiing gi va nhiing
ai chung tro chuyén.

TU d6, hdy thong nhat véi tré va dua ra nhirng nguyén tac khi tré sit dung Internet:

+ Théo luan vé cac loai trang web,
apps, tinh nang dién thoai hay tro
choi ma ching co6 thé st dung, phu
hop vdi IGa tudi, su trudng thanh va
cac gia tri cta gia dinh. Thdo luan
liéu con ban c6 nén dugc phép mua
ban online hay khéng.

+ Noéi chuyén vé nhiing thong tin
phai git bi mat, thdi lugng st dung
Internet, va hudng dan dé tré giao
tiép van minh.

+ Néu ban c6 y dinh gidm sat con minh bang nhing thiét bi an ninh trong gia dinh
nhu camera, gidi thich cho con hiéu vi sao va con sé phai lam gi.

+ Xem lai nhitng quy tac trén thudng xuyén, dua vao su truédng thanh ctia con ban
va su phat trién cla thiét bi va cong nghé.

2.Trao d6i vai tré nhimng ndi dung thiét thuc dé
dam bao an toan st dung Internet

2.1. Suy nghi trugc khi nhap chuoét

- Khi dta tré nhan dugc nhiing tin nhan khéng dugc ton trong hay khong binh
thudng, ngay ca khi chung dén tur nhiing nguai ban, hay noéi véi ching khong
dugc ma anh, bai hat hay tép dinh kem hay nhap vao nhiing dudng link trong tin
nhan d6. Thay vao do, chiing nén kiém tra véi ngudi gui bang mét phuong tién
nao do6 hon la viéc nhap vao muc“Tra 16i".

@....@..............................................................................'...............................................................'...‘..........@@
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- NGi chuyén véi con ban vé viéc chi tai xuéng nhiing phan mém, tro choi, nhac va
nhiing ndi dung hgp phap.

2.2. Hay tinh tao vaéi dién thoai di dong

- Giup con ban khoa may dién thoai bang mat khau
ma ching c6 thé gilt bi mat ngay cd véi nhiing ngudi
ban than nhat.

- Gilp d& tré quan ly cac dia chilién lac cia ching, c6 thé
han ché tiép xuc chi véi nhiing sé dugc cho phép. Con
ban chi nén chia sé nhiing sé lién lac cta chdng véi
nhirng ngudi ma ching biét ro truc tiép, ma khéng phai
chi trén trang thong tin ca nhan cda ho.

- Day con ban strdung GPS than trong viné cé thé duoc s
dung dé xac dinh noi ching dang & hay vi tri nci bon tré
chup anh.

2.3. Hay chai mét cach an toan

Tim hiéu nhing trd chai ma tré muén choi.
Kiém tra danh gia va chon nhiing tro choi
noi tiéng va ti cac trang web uy tin. Hay
cung lap nhiing hudng dan trong gia dinh
cho viéc choi tro choi:

- Liéu tré em nén choi tro chai chi c6 moét
minh? Hay chi véi ban? Hay véi ai d6?

- Bao nhiéu tiéng mét ngay hay mét tuan la
phu hgp?

- Chang c6 san sang st dung nhimng tinh
nang tin nhan van ban, thoai hay webcam?
Néu co6 thi vai ai?

2.4. Hay suy nghi truéc khi s dung ung dung

- Gilp con ban lya chon Ung dung phu hop
vGi lda tudi va muc dd truéng thanh cua
chung.

- Dung nhiing tng dung dugc danh gia la tét,
va tu nhimng don vi cung cap co uy tin.

- Cung nhau xem lai nhiting chinh sach bao
mat dé xem (ng dung sé lam gi vdi viéc dinh

SHOP D, vi va nhiing d{ liéu nhay cam khac khéng.
SafEm ST

2.5. Chia sé véi su can trong

- Day con ban khéng chia sé d{t liéu ca nhan trén
mang nhu tudi, sé dién thoai, tén day du, hinh
anh, dia chi nha riéng va email, tham chi cd cam
xuc - v&i bat ky ai trir nhiing nguai ban than.

- Hay lam r6 véi bon tré rang ching khéng bao
gi® nén ndi, nhan tin hay dang tai bat ky diéu gi
sé lam tén thuong hay lam ai xdu hé. Khong bat
nat nguai khac.

-Nhan manh rang chiing khong nén lam, gli hay
chap nhan nhiing tin nhan, hinh anh hay video
mang tinh khiéu dam.

2.6. HO trg con két néi véi mang xa hoi an toan

- Hay chi cho con ban lam thé nao dé lam
cho cac trang mang xa héi ¢6 tinh riéng tu.
- Yéu cau con ban hay suy nghi it nhat 2
lan trudc khi n6 két ban véi mét ai. Hay
can nhac chi két ban véi nhitng ngudi ma
chung hodc nhiing ngudi ban than cua
ching da gap mat truc tiép hodc vdi
nh{ing ngudi ching c6 nhitng ngudi ban
chung.

- Khuyén khich con ban st dung nhing
hinh anh tich cuc trén mang, va ton trong
cac binh luan.
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3. SUr dung mét vai cach khac dé tré
|én mang an toan han

Hay coi an toan trén mang la mot no luc clia ca
gia dinh, la su két hop gilra hudng dan va giam
sat lién tuc.

- Dam phan véi tré va hudng dan ré rang cho
viéc st dung website va tro choi truc tuyén
phU hgp vai Itra tudi clia tré va nhing gia tri
cla gia dinh ban.

- Chu y t6i nhitng gi tré lam va nhitng nguai
chung gap trén mang.

- Quan sat nhiing dau hiéu bi bao luc trén
mang nhu tré thay kho chiu khi Ién mang hay
mién cudng khi di hoc.

- Hay la ngudi quan tri may tinh cla gia dinh. St dung cac thiét bi an ninh trong
gia dinh dé giup ban theo déi nhiing gi bon tré dang lam trén mang.

4. Hanh déng khi xay ra van dé

® Day tré tin tudng vao bé me va ngudi than

Hay dé ching biét rang ching cé thé tim dén ban dé gidp giai quyét van dé. Lam rd
rang ban sé khéng phat ching hay cat quyén s&r dung may vi tinh, tro choi hay dién
thoai chi vi sai lam cla ngudi khac.

® Bao cdo ngay lap tic néu dua tré dang gap nguy hiém ngay truéc mat
nhu ai d6 de doa, quay réi, hay c6 gang thuyét phuc tré gap mat truc
tiép

- Bdo cao méi de doa thé chat, bao luc internet hay bat ky su lam dung nao véi don

vi c6 tham quyén tai dia phuong.

- Bdo cdo nhiing hanh déng cu xt& khdng didng dén, nhu bao luc internet véi nha

trudng (néu viéc nay lién quan dén hoc sinh khac), va téi hang dién thoai hay nha

cung cap web. Vi du, trong cac dich vu va phan mém cda Microsoft, hay tim téi

dudng dan Report Abuse (Bao cao lam dung), hoac lién lac v&i nha cung cap dich vu

tai:

https://cert.microsoft.com/report.aspx

PAP AN CAU HOI LUYEN TAP

1. Bdo vé may tinh va cac thiét bi
dién t& an toan (Trang 7).

Cau 1:d

Cau 2:

a. Sai. Ngay ca khi nguai than hay ban be than
thiét gi cho ban nhing dudng dan truc
tuyén, ban ciing khéng nén voi vang nhap
chudt vao, vi tai khodn ctia nhitng nguai nay
c6 kha nang da nhiém virus tu truéc do. Vi vay
ban hay xac nhan lai v&i ho vé viéc ho cé y dinh
gui néi dung nao do cho ban hay khéng.
b.Bung.

Cau 3:d

2. SU dung Email an toan (Trang 9)
Cau 1: Sai. Khéng nén dat chung mat khau
cho tat ca cac loai tai khoan. Trong trudng hop
mat khdu cta ban bi 1y mat, ké trom cé thé
dung mat khau nay dé dang nhap vao tat ca
cac tai khoan truc tuyén cta ban, khién hau
qua tré nén tram trong hon.

Cau 2: Khdong nén mé email ti mot ngudi la
c6 tap tin dinh kém, rat c6 thé tap dinh kém dé
chinh 1a tap tin ddc hai c6 chia virus. Hay kiém
tra lai théng tin cGa ngudi gui email truéc dé
xem ban c6 thé c6 mai lién hé nao dé véi
ngudi gli hay khong, c6 thé tin tudng dugc
ngudi gui thu cho ban hay khéng.

Cau 3: Khéng nén voi vang tra 16i email cla
ca nhan hay dan vi khéng quen biét, dac biét
la nhitng email yéu cau ban cung cap théng
tin ca nhan. Trong trudng hgp nay, ban c6 thé
néi chuyén vdi ngudi I6n hoac tra clu cac
théng tin vé chuong trinh X dé xac thuc thong
tin cé chinh xac hay khéng trudc khi gui email
trd 1oi.

3. S0 dung Mang xa héi an todn
(Trang 13, 14)

Caul:

a. Sai

b. Sai

c.Sai

Cau 2:d

Cau 3: 5 thong tin ¢ thé thudc cac nodi dung:
ho va tén, dia chi, s6 dién thoai, tén trudng hoc,
tudi, ngay sinh, dia diém, dia chi email, mat
khau, cudc hoi thoai ca nhan.

Cau 4:d

Cau 5:

a. Cudng nén noi chuyén nay véi ngudi I6n nhu
bé me, anh chi..Khi téi gap mat Nam, Cudng
nén c6 ngudi I6n di cng dé dam bao rang Nam
la ngudi ban tét va dang tin tuéng dé gap g
ngoai dai.

b. Thdo nén ké cho ngudi I16n va hoi y kién bd
me, ngudi than trudc khi cho thong tin ca nhan
cta minh cho Mai.

c. Toan khéng nén cho s8 dién thoai Thang dé
Thang lam bai tap gitp. Toan nén tu lam bai tap
va nhd su ggi y clia boé me, thay 6, ban bé néu
can.Toan cling nén noi véi bd me vé viéc Thang
héi xin sé dién thoai. Khéng nén cho sé dién
thoai hay bat ctr théng tin ca nhan nao ban gap
trén mang xa héi ma khéng r6 ho la ai va c6
dang tin tudng hay khéng.

4. SU dung Website an toan (Trang 16)
Cau 1: c. Hay noi véi ngudi than, ban bé va
nhing ngudi I4n tin tuéng dé dua ra nhing giai
phap hop ly nhat, xem xét xem trang web d6 cé
thuc su la trang web xau khéng, trong truong
hop ¢ thé bdo cdo vai cac co quan co tham
quyén dé quan ly va xt ly néu cé vi pham xay ra.
Cau 2:

a.bung

b. Sai. Khi lam khao sat truc tuyén, hay tra |oi
trung thuc cac cau héi, nhung trudc khi tham
gia khao sat, hay xin phép y kién bé me, thay c6
va nhiing ngudi I&n dang tin cay.
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tich va béc 16t (National Center for Missing & Exploited Children - NCMEC), t6 chuc nay da
PHU LUC 1 thanh 1ap chuong trinh hé trg cac nha cung cap dich vu truc tuyén, nhdm gitp ho ngan

chan viéc phat tan cac tu liéu cta cac em bé bi lam dung tinh duc trén mang.
PHOTODNA

PHOTODNA - CONG CU HUU HIEU CHONG XAM HAI TRE EM Photo DNA™ : Step-by-step

Hay tudng tugng ching ta la nhiing bac si, nhiém vu ctia chiing ta la can tim ra can bénh ma
bénh nhan mac phai trong khi khdng cé nhiing thiét bi y té va cong nghé xét nghiém hién
dai nhu ngay nay. Tinh huéng tré nén that khé khan vi bang mét cach nao dé, ching ta van
phai nhan biét can bénh va dua ra nhitng phuong thuéc ngan chan truéc khi tinh trang tré
nén toi té hon.

Tuong tu nhu vay, déi véi nhiing don vi
cung cap dich vu chia sé hinh anh hay
mang xa hoi, viéc ngan chan nhiing buc
anh bat hgp phap ctia nhimng thiéu nién va
cac em bé nham muc dich téng tién va lam
dung tinh duc chi tré nén bét phc tap va
khong con kho khan khi ho cé trong tay
nhling cong cu hitu hiéu. Hién nay trén thé
giGi mdi ngay c6 khoang 720,000 buic anh
bat hop phap trong khoang 1,8 ty biic anh
dugc chia sé trén moi trudng truc tuyén, va
tinh trang nay cang tr& nén kho kiém soét
hon bao gio hét.

D6 hinh vé tiép can cta cé6ng nghé Microsoft PhotoDNA

Hién nay, PhotoDNA da tré thanh mét trong nhirng cong cu thuc té t6t nhat chong lai
té nan lam dung tinh duc tré em trén Internet. PhotoDNA dang dugc cung cap mién phi
Trong boi canh d6, viéc dua ra PhotoDNA - dich vu mién phi giip nhan biét va loai tri cho,cac congﬁ‘ty va cac nha phat trién L{ng qlung dlf t'ej‘ ch,uan. H'e? nay, }]dr? 7(,) cong
nhing buc anh bat hgp phap chinh la moét trong nhirng cam két ctia Microsoft vé viéc mang tY IGn, bag gom caAGoogIe, Ifaceboolf va TW'SEter' cac 16 chitc phi chinh pht va cac don
lai nhitng giai phap giup cong déng dugc an toan hon khi trai nghiém truc tuyén, dac biét vithuc thi phap luat dang st dung cong nghé PhotoDNA.

la c6 thé an tam trudc nhiing su ¢6 ngoai mong mudn, tai vé cac ndi dung bat hgp phap va

phai nhan nhing ndi dung khéng mong dgi. Céng nghé PhotoDNA chuyén d6i hinh dnh sang dinh dang diém anh den trdng

(greyscale) va cé kich c& dong nhat, tir d6 sé phan nho hinh anh thanh cac 6
PhotoDNA la mét trong nhimng yéu t6 ca ban nhat trong chién lugc bdo vé khach hang, vuong, gan gia Er! SO dQ,c.nhat cho }Ung phar) mau sac tlm duoc tAro”ngﬂnh’u'ng o)
bao vé cac hé théng va danh tiéng clia Microsoft, théng qua viéc ho trg tao ra mét moi vuong do. Ifh' ke:c h?p Yd' n,hau, nh\Ung, con so hay d,’al dAI’en ch,o mQt, chu’ﬂky Pho—
trudng tryc tuyén an toan hon. Ké tir nam 2009, Microsoft va Bai hoc Dartmouth da cling toDNA" hoac chir ky h'nh anh, r)hd dod chung ta c6 thé so sanh cac chir ky vai
hop tac phat trién cdng nghé nay nham muc tiéu tim kiém va loai trir nhiing buic anh “té nhing hinh anh khac dé tim kiém nhimng ban 5ao cﬂ\a hinh anh dugc cung cap
nhat trong nhiing buc hinh téi t&” ctia nhiing tré em bi lam dung tinh duc trén Internet. vGi d6 chinh xac dang kinh ngac. Théng tin chi tiét vé céng nghé Photo DNA c6
Microsoft da hién tang cong nghé PhotoDNA cho Trung tdm Quéc gia vé Tré em bi mat tai: www.microsoft.com/photodna.
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) PI-‘IU LUC ~2 . ® Sysinternals Suite
CAC PHAN MEM MIEN PHI BAO VE Day thuc chat la bd cong cu da dugc cai tién
WINDOWS T(")T N HAT va tdng hop lai clia Sysinternals Troubleshoot-
ing Utilities, tac gid khéng ai khac chinh Ila . '
Néu dang st dung hé diéu hanh Windows thi ban c6 thé hiéu dugc rdng nén tang nay s& Mark Russinovich, chuyén gia hé thong céng Windows
hitu s6 lugng ting dung cling nhu tinh ndng cuc ky da dang va phong phu. Chinh vi vay, nghé va bao mat hang dau ctia Microsoft. ¥ Sysinternals
nha cung cap Microsoft cling phat hanh rat nhiéu bé cong cu mién phi dé ngudi dung , ‘ ‘ ' ] My, .. )
kiém soét cling nhu khéc phuc tét cac 16i nay sinh trong qua trinh st dung. Tat ca nhiing nhiing phan mém hé théngnéi & Windows Sysinternals
tiéng nhu Autoruns, Process Explorer, File- o . & & o 5 5 @ a
Uu diém ctia viéc st dung cac cong cu mién phi tir Microsoft la tinh tuong thich tét hon Mon, RegMon, TCPView,... s& déu gop mat e s o e s s s it e
véi Windows khi so sanh véi cac cdng cu clia bén thit ba. Do dé, khéng cé ly do gi ngudi trong Sysinternals Suite. Hién tai, Sysinternals <o il cor i e e a2
dung c6 thé bo qua nhiing tién ich nay dé giup chiéc may tinh ctia minh c6 thé chéng lai Suite ho tro t6i trén 65 cong cy, gitpchoban = @ = @ & &« &«
cac phan mém doc hai, quan ly tai nguyén hé théng hay khac phuc nhiing truc trac c6 thé thao tac, theo ddiva quan lihéthdéng 5 o o = & = = =
nhanh nhat c6 thé. mot cach toan dién. e sales s
n @ P N ¢ @ & & @
Dudi day la 8 cong cu dugc Microsoft cung cap mién phi ma ngusi dung Windows khong W X @ 8 & v 9 A
nén bo qua: ® Process Explorer T
® Security Essentials Néu may tinh ctia ban hay bi treo vi sir dung qua nhiéu tai nguyén, ban can gidm tai cho

bé vi x ly bang cach tat b6t cac quy trinh khéng can thiét. Tién ich Process Explorer

Microsoft Security Essentials (MSE) la cong cu bao mat mién phi, gon nhe, c6 nhiém vu duoc tao ra dé gitp ban thuc hién diéu do.

bao vé nguai dung khai cac loai virus va spyware, bao goém ca trojan, worm va cac loai

phan mém déc hai khac. Process Explorer cung cap thong tin
Frrpe— == Phan mém c6 kha néng tuong thich rat tot T T T | = ]| s Ca\Ch I.<ha chi tiet ve tung tien
vGi hé diéu hanh Windows cling nhu c6 kha " e — e i trmﬂh va dich vu cung nhu chi a
nang nhan dang t6t cac phan mém gay hai. . e T nl:Ing }‘”9 dung nao ILenéqu?n qe”
Néu ban dang s dung Windows 8 thi MSE oA A no. Nt‘d vVay, ban o the‘ tat cac d,!Ch
da dugc tich hgp san. Dac biét, MSE c6 thé i e — vy ,mot c‘-i,Ch an toan ma khong anh
R ' tai xuéng mién phi tir Microsoft, cai dat don Lo ,E*m_ hudng dén (ng dung dang chay.
e gian, dé sir dung va luén dugc cap nhat dé = QJEM C.oAng ctl nay cung giup ﬁban ph?t
ban c6 thé yén tam rang may tinh cia minh T L h'?n rinhu‘ng ching -cu de d‘]o th?y
dugc bao vé bang cong nghé mdi nhat. IS D —————— m‘?t tle.n tr|r'1h hay d!Ch‘ vy If phaAm
Q) micizmman - - mém gian diép hay phan mém déc
B el won ok -E.;:E ;.;"?: hai.
e e e T :
MS,E Ploat déng iﬁn .t’[én ?én mét cach cE') hié‘u qua, do vay, bannlcé tljé’ thﬂoéi rr!éi.sit’f dung ® Process Monitor
may tinh chay hé diéu hanh Windows ctia minh nhu mong muén ma khéng bi gian doan
hay mat thai gian chg lau. Process Monitor la tién ich theo déi chi tiét nhiing hanh dong dang xay ra véi hé théng
file, registry, nhiing tién trinh (process) va luéng dir liéu (thread) trén hé diéu hanh Win-
Ngoai ra, MSE c6 ché& dd bdo vé may tinh theo thoi gian thuc, gitp ngan chin cac phan dows. N6 téng hgp 2 tién ich rét néi tiéng clia hang Sysinternals la Filemon va Regmon,
mém doc hai trudc khi chiing ¢ co hoi gay ra réc réi. Tinh ndng Dynamic Signature dong thai tich hgp thém 1 danh sach cac chiic nang mé rong bao gém viéc loc, hién
Service, tuong tu nhu tudng Itra, quan ly cac két ndi, chdng lai cac két ndi trai phép tirbén thi théng tin chi tiét nhu session ID va tén ngudi dung, hién thj day dd luong dif liéu véi
ngoai, kiém tra cac phan mém tu kich hoat... nhiing ki hiéu mé ta tiing hoat déng va ghi lich st cac hoat ddng trén hé thong vao file,

@....@....................................‘...........................................................................................................................>‘.....@



Nhiing tinh nang manh mé va déc nhat nay da lam Process Monitor trd thanh mot tién
ich khéng thé thi€u trudc cac van dé clia hé théng va tiéu diét cac phan mém doc hai.

File Edit Event Filter Tools Options Help

eH  QABE | TAS® | B A5 HBAm

Time .. Process Name PID  Operation
11:02:... (5 Explorer EXE 2568 [BhReadFie
11:02.... [5Explorer EXE 2568 [k ReadFie

1102 Explorer EXE 2568 =hReadFie
1:02. i:::mm 8472 44 TCP Receive

Path Result

C:\Windows\System32\shell 32.dil SUCCESS
C:\Windows\System32\shell 32.dI SUCCESS
C:\Windows'\System32\shell 32.d1 SUCCESS
Nemnal- HP:57658 -» Nimal-HP-57657 SUCCESS
Nemal-HP:57657 -> Nemal-HP:57658  SUCCESS
C:\Windows'\System32\shell 32.d1 SUCCESS
C:\Windows\System32\shell 32 dil SUCCESS
HKLM\System\CunentControl Set\Enum... SUCCESS

1102 #VIVA Broadban... 820 @ RegQueryValue HKLM\System'\CumentControl Set\Enum._. SUCCESS

HKLM\System'\CumentControl Set\Enum... SUCCESS
HKLM\System\CumentControl Set \Enum... SUCCESS

11:02.. ®VIVABroadban.. 820 @RegQueryValue HKLM\System'\CumentControlSet\Enum. . SUCCESS

HKLM\System CurentControlSet\Enum. . SUCCESS
HKLM\System\CumentControl Set\Enum... SUCCESS

Key  HKLM\System\CumentControl Set\Enum... SUCCESS

HKLM\System\CumentControl Set\Enum.. SUCCESS

220
820 i
11:02.. ®VIVABroadban.. 820 @XRegQueryValue HKLM\System'\CumentControlSet\Enum... SUCCESS
220 @t
820 @t
o
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Showing 1,010,701 of 1,544,490 events (65%)

Backed by virtual memory

® Windows Essentials

Windows Essentials la mét goi cac
chuong trinh mién phi danh cho chiéc
PC chay Windows cla ban bao gom
Windows Live Mail, Family Safety, Live
Writer, Messenger (nay la Skype) hay
thu vién anh...

Choose the programs you want to install

Click each program name for details.

B [¥ Microscft Office Outiook...
B B8 Microsoht Office Live Ad..

You already have these programs:
9
@ & wmail

® photo Gallery

£ Toolbar

¥ writer

@ Siverlight

Messenger

Send instant messages 1o contacts or groups, play
games, share pictures as you chat, and see what's
new with people you know.

Installed with this program:
* Microsoft Application Error Reporting
* Microsoft Visual Studio Runtime
« Windows Live Communications Platform
« Windows Live Call

(/]
(]
(/]
@ & ramiy satery
(/]
/]

B movie Maker Beta

® OneDrive

Vé co ban, dich vu luu trr dir liéu truc tuyén mién phi ctia Microsoft nay hoat déng
tuong tu nhu Dropbox, Google Drive ... Ngugi dung Windows sau khi cai dat ing dung
OneDrive vao may tinh clia minh chi can dang nhap vao tai khoan Windows Live dé lién
két may tinh dang st dung véi dich vu luu trir truc tuyén nay.

OneDrive sé tao ra mot thu muc riéng trong may tinh ctia nguai dung. Viéc dong bo
héa tat ca cac tap tin va thu muc dugc luu trong OneDrive sé dugc thuc hién ngay lap
tuc va hoan toan tu dong, moi tap tin cé trong OneDrive cla ngudi dung sé dugc luu
trong thu muc OneDive trén may tinh cing nhu dugc luu trén may.

OneDrive cung cap cho ngudi dung 5 GB khéng gian luu trir mién phi cing véi cac tuy
chon nang cap lén 50 GB, 1 TB, 5 TB v&i mét phi tron géi hang thang. Mac du ¢6 logo
Microsoft nhung OneDrive la mot nén tang cho phép ban co thé truy cap tap tin luu trir
théng qua ca cac ing dung trén dién thoai Android, iOS va bat ky thiét bi nao, chi vai
mot trinh duyét web, nhung t6t nhat di nhién van la véi hé diéu hanh Windows.

CAM NANG AN TOAN SU DUNG

INTERNET

® Syncloy

SynToy la mét phan mém mién phi do Microsoft phat trién, cé chic nang dong bo hoa,
sao chép va sao luu dir liéu. Nguyén tic ca ban 1a dé dit liéu gilta cac vi tri (thu muc, 6 dia
cliing va 6 USB...) luén dugc cap nhat mai nhat, tranh thiéu sét dir liéu, déng thai tao lap
phuang an du phong khoi phuc dit liéu trong trudng hop di liéu & mét vi tri gdp su co
(x6a nham, bi virus pha hoai...). Cu thé, ngudi dung c6 thé déng bo dit liéu cla hai thu
muc nam & hai 6 dia, gitta may tinh va é dia USB, gilra hai may tinh...

SyncToy st dung mét phuong phap [ e
mGi cho viéc dong b, phuong phap  [EEEEEE e .“
nay mang tén Folder Pairs. Thay vidinh ||z == == emwmmes e fos femmmmes e on
nghia mot cach dai thé vé cacty chon |- e -
dong bo ctia ban la gi va sau do laviec | = e i
lia chon cac thu muc riéng ré, ban c6 |- B e 2
thé quyét dinh nhiing thu muc nao | S —— =
muoén dong bd va sé dugc dong bd |- BT mimemm R
theo céch nao. e e =r W

- | O it B it

Can ] o [ oo ]

® Microsoft Fix it

Co6 trong tay cong cu Microsoft Fix it, hau hét truc trac lién quan dén hé diéu hanh Win-
dows sé dugc gidi quyét gon le. Chuyén trang Microsoft Fix it Solution Center dugc Mic-
rosoft cho ra doi nham giai dap thac mac va cung cap giai phap gilp ngudi dung giai
quyét cac van dé lién quan dén Windows, kém theo tién ich Microsoft Fix it gitp tu dong
khac phuc van dé tuong Uing. Tuy nhién, néu khong ranh ré vé cong nghé thong tin, ban
phai ton khong it thoi gian néu mudn tim thay “liéu thuoc” tri “can bénh” ma Windows
mac phai.

— Thau hiéu diéu nay nén Microsoft da
*""“CE"*'MM'""" phat hanh céng cu Microsoft Fix It, c6

kha nang tu dong tim va chuan doan hau

arme—— ST hét 16i “kinh dién” cho Windows XP
e ; - SP3/XP Pro SP2 64-bit/Vista/ 2003 SP2/-

i eormance 5= w= 1 Server 2008/ Server 2008 R2 hodc Win-
[ty =rapietterta i dows 7 duva trén cd s& dir liéu cua trang

version: 2.0 Rum Time: About

* (4 P o Bamng s, DVDs, and iy Dscs v B web Microsoft Fix it Solution Center.
« ([ Plaving Audo & L)

« [N Power v [% #n -

s Having a déferert problem! ‘!_, Sermings e e
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CHUONG TRINH TIN HOC UNG DUNG VA KHOA HOC MAY TINH

CAM NANG
AN TOAN SU DUNG

INTERNET

Danh cho hoc sinh va phu huynh

CAM NANG
AN TOAN SU DUNG

INTERNET

e Bdo vé cac thiét bi két noi Internet (may
tinh, dién thoai).

® St dung thu dién tir an toan (Email).

® SUrdung Mang xa hoi an toan.

® St dung trinh duyét web an toan.

® Hanh dong khi xay ra van dé.




