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Khéng gian mang an toan, cong dan sé tuong lai
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VN-COP

BAO VE TRE EM TREN MOI TRUONG MANG
Khoa dao tao co’ ban danh cho cha me

WwWw.vn-CcCOop.vn



NOI dung cninn

Tré em Viét Nam trén moi troeong mang

CAac nguyén tac dé bao vé tré em trén moi trwong mang

Mt s6 kién thirc co ban dé cha me dong hanh cling con trén méi trweong mang







Phan I

Tré em Viét Nam
tren moi trrong mang
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Internet la gi?

VN-COP Network

Khéng glan mang an toan, céng dan s6 tuong lal

Internet 1a mot hé thong thong tin
toan cau cO thé dugc truy cap
cOng cong gom CAC mang MAy
tinh dugc lién két véi nhau.
Internet c6 thé két ndi boi may
tinh, dién thoai thong minh, may
tinh bang, ...

WWW.VN-cop.vn

Internet gom nhiing dic tinh gi?

Cong khai: Bat ky ai c6 dién thoai
thong minh hodc may tinh déu co
the truy cap mang Internet va co
thé dang tin, tai Ién va tai vé cac dur
liéu t mang Internet. Néu ching
ta st dung mang Internet hoac co
mot “su hién dién truc tuyen’, thi
ngudi khac cé thé tim thay thong
tin vé ching ta.

Vinh vién: Cic thong tin, hinh anh
mot khi da duoc tai lén Internet sé
ton tai vinh vién, du sau dé ching

ta c6 xo0a chang di.

Két néi: nhd Internet ching ta c6
thé giao tiép, lam viéc véi nhiing
ngudi khac nhau trén khap thé gidi.

Nguén théng tin: Internet cho
phép tat ca moi nguoi dang tai va
chia sé thong tin, vi vay khong phai
tat cd cac thong tin trén Internet
déu chinh xac hoac dang tin cay.

An danh: Ching ta khéng thé biét
danh tinh thuc cia nguai chiing ta
dang giao tiép do khong gap mat
truc tiép. Ngudi xau vi thé co thé
gia danh mot ai do khac so vdi con
ngudi thuc té cua ho.

Gidgi han va su ton trong: Van hoa
Ung xU & ngoai ddi thuc cing can
dugc ap dung trén mang. Hay dat
ra nhitng nguyén tac cho ban than,
ton trong va giup d& ngudi khac
trén Internet. '




Thong ké tinh hinh sir dung internet tai Viét Nam nim 2022

VN- COP Network

Khong glan mang an to

OVERVIEW OF INTERNET USE

ESSENTIAL INDICATORS OF INTERNET ADOPTION AND USE

TOTAL INTERNET USERS AS YEAR-ON-YEAR CHANGE AVERAGE DAILY TIME SPENT PERCENTAGE OF USERS
INTERNET A PERCENTAGE OF IN THE NUMBER OF USING THE INTERNET BY ACCESSING THE INTERNET
USERS TOTAL POPULATION INTERNET USERS EACH INTERNET USER VIA MOBILE PHONES

7210 732% +49% O6HJ38M 95.8%

MILLION +3.4 MILLION -2.2% (-9 MINS)

we

are, <X KEPIOS
social
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Khéng glan mang an toan, céng dan soé tuong lal

OVERVIEW OF SOCIAL MEDIA USE

HEADLINES FOR SOQAL MEDIA ADOPTION AND USE (NOTE USERS MAY NOT REPRESENT UNIQUE INDIVIDUALS)

NUMBER OF SOCIAL YEAR-ON-YEAR CHANGE AVERAGE DAILY TIME SPENT YEAR-ON-YEAR CHANGE IN TIME AVERAGE NUMBER OF SOCIAL
MEDIA USERS IN SOCIAL MEDIA USERS USING SOCIAL MEDIA SPENT USING SOCIAL MEDIA PLATFORMS USED EACH MONTH

!

76.95 +06.9% 2H 28M +35.0% /7.4

MILLION +5.0 MILLION +7 MINS

SOCIAL MEDIA USERS SOCIAL MEDIA USERS SOCIAL MEDIA USERS FEMALE SOCIAL MEDIA USERS MALE SOCIAL MEDIA USERS
vs. TOTAL POPULATION vs. POPULATION AGE 13+ vs. TOTAL INTERNET USERS va. TOTAL SOCIAL MEDIA U SERS vs. TOTAL SOCIAL MEDIA USERS

fighi Ve 2:7) o)

78.1% 97.8% 106.7% 21.4% 48.6%

we

are, <
e <KEPIOS
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Khong glan mang an toan, céng dan s6 tuong lal

Thong ké tinh hinh sir dung Internet ciia tré em

Tong cong 12% $7%
1%
12-13 K& 2% 5%
1%
14-15
16-17
1%
Tré em trai 11% §7%
1%
Tre em gai 12% §7%
1%
Thanh thi
2%
Nong thon 13% 86%
1%
0% 20% 40% 60% 80% 100%
B Dudi 1 thing/lan B It nhit hang thing B it nhat hang tudn M it nhat 1 Iﬁn/ng:\y

Co so: Tré em Viét Nam tir 12-17 tudi sir dung Internet n = 994.

WWW.VN-COp.Vvn -

Tan suat sir dung Internet & tré em



VN-COP Network

Khéng glan mang an toan, céng dan s6 tuong lal ) - v - .
Dir liéu nghién ctru Ngan chdn hanh vi gay tonhar  : . . . Dir licu nghién ctru
. TY LESU DUNG Ngan chin hanh vi gay ton hai

[V LE SUDUNG o ® . INTERNET O NGUO .
INTERNET O NHOM . CHAMSOC CUATRE EM ‘

TUOI 12-17 NAM 2020 A\'k © C0OSUDUNG INTERNET
§ 0
8%

n = 994 nguoi cham soc cua tré ¢6 sir dung Internet.

Tong cong
89%

12-13 Years

82 o/o E ....................................................................
: Dir liéu nghién ctru

14-15 Years . THIET BI PHO BIEN NHAT  Nean chan hinh vi gy tén hai

93%

16-17¥ears {Q)ETRUYC::\!’I.\'TER.\'ET
97% ('NHOMTUOI 12-17*

Tre em o4l
~

N, 590 : My tinh bang Miy tinh

Tré em trai : DTDD
. 9% 0
Nong thon : 0

e, 5o
Thanh thi
. 3 /o

n = 1,416 ho gia dinh : n =994 tré¢ em sir dung Internet. * Ciuhoi cé nhidu lua chon tra kn

WWW.VN-COp.Vvn «



Muc dich sir dung Internet cua tré em
VN-COP Network

Khéng glan mang an toan, céng dan s6 tuong lal

Mt s6 muc dich chinh khi tré siv dung Internet

Tiép cin thong tin,
kién thure, hoc tap

Keét noi, giao
tiép va chia sé

Phat trién ban than

Giai tri

Trée em st dung Internet
dé tiép can, tim kiém
théng tin kién thtc phuc
vu hoc tap. Thong qua
cac trang web tim kiém
thong tin trén Internet
nhu Google, Bing co
thé cung cap cho tré em
bat ky mot thong tin nao
ma ngudi hoc mong
muon.

WWW.VN-cop.vn

Tré em c6 thé s
dung Internet dé giri
mail, tro chuyén, két
ndi ban bé trén céc
trang mang Xxa hoi
hoac tham gia cac 16p
hoc truc tuyén.

Internet hd trg tré em
sang tao véi vO van kién
thire ¢6 thé hoc tap nhu:
lap trinh, choi cac loai
nhac cu, lam dd choi,
nhay mua, hoc nau
an..., tim kiém thong
tin can thiét khong bi
gidi han thoi gian va
khong gian, kham pha
va trai nghiém nhiéu
kién thirc, linh vyc moi.

Thong qua Internet,
tré em ¢ thém nhiéu
ndi dung giai tri nhu:
tro choi dién tr truc
tuyén, C4c trang tin
tire giai tri, phim truc
tuyén




VN-COP Network

Khong glan mang an toan, céng dan s6 tuong lal

Xem video 91% 85% 93% 94% 91%
Dung mang xa hoi 88% 78% 91% 95% 85%
Diing (mg dung nhin tin 87% 73% 93% 95% 82%
Lam bai tap ¢ truong 72% 69% 73% 75% 73%
Xem tin tirc 70% 55% 72% 83% 68%
No6i chuyén véi ngudi nha hodc ban bé séng & xa 65% 54% 70% 72% 59%
Xem livestream 63% 58% 64% 66% 62%

Theo dd1 nguot noi tieng hodc nhén vat cua cong ching trén
mang xa hoi

52% 45% 53% 57% 46%

Tim kiém théng tin méi 50% 37% 50% 60% 50% 49%
Choi dién tur 49% 47% 47% 53% 69% 33%
Tim kiém sur hé tro vé tinh than 45% 40% 44% 51% 49% 42%
Tim kiém thong tin vé co hdi viée lam hoic hoc tap 43% 41% 44% 45% 39% 47%
Vao trang web noi moi nguoi cung chia sé so thich 36% 30% 33% 45% 35% 36%
Tim kiém théng tin vé strc khoe 29% 19% 31% 37% 27% 31%
Tim kiém théng tin hodc su kién t6 chirc & khu vuc lancan ~ 23%  20%  21%  28%  23%  23%
Tu lam video hodc lam nhac 9% 6% 9% 11% 6% 11%
Ban luan vé van dé chinh tri, xa hoi 6% 8% 6% 6% 5% 7%

Lam blog hoac website 6% 7% 7% 6% 6% 7%

Thong ké cac hoat dong phé bién cia tré khi tham gia vao moi truwong mang

WWW.VN-COp.Vvn -



CAac rii ro thwong gap trén moi trweong mang

VN- COP Netvvork

Khong glan mang an toan O tuong lal

Riii ro trén moi trwong mang dwoc hiéu nhw thé nao?

Rui ro d6i véi tré em trén mdi truong mang & nhirmg yéu t6, hanh vi tiéu cuc, nhirmg nguy co ma
tré em cO thé gip phai khi tham gia hoat dong trén mdi truong mang ¢ kha ning tac dong, gay
ton hai vé thé chat, tinh cam, tdm ly, danh dy, nhan pham, quyén riéng tu caa tré em khi tham
gia hoat dong trén moi trudng mang.

WWW.VN-COp.Vvn



Mt s rii ro tré thwong gip phai khi tham gia méi trwong mang

VN-COP Netvvor

Khong glan mang an toan, céng dan so tuong lal

B1ro ri, 10 lot thong tin
bi mat do1 song riéng tu,
bi mat ca nhan

Tiép can ndi dung
khong phu hop, doc hai

Bi du dd, quay roi, lira
dao, doa nat, ép tham gia
cac hoat dong phi phap,
b1 xam hai tinh duc

Bi bit nat truc tuyén

Sur dung qua muac gay
nghién Internet

WWW.VN-COp.vn



Phan 11

Nguyén tac bao vé tré em
tréen moi trroeng mang




Bai 4

NGUYEN TAC BVTE TREN MOI TRUONG MANG GIAI POAN UOM MAM (< 6 TUOI) Phan ||

Giai doan wom mam

Giai doan 3 — dwéi 6 tuoi

VN-COP Network

Khong glan mang an toan, cong dan so0 tuong lal

Giai doan 0 — dwéi 3 tuoi Rii ro thwong gap Khuyén nghi danh cho cha me

O giai doan nay, tré em
khong can va khong nén
tiép xUc voi cac thiét bi
ky thuat s6 du véi bat ky
ly do gi. bay la giai doan
tré can dugc sy quan tam,
yéu thuong, tuong tac
thuc t&, dé phat trién
ngdbn ngit, giao tiép, van
dong.

WWW.VN-CcCOoOp.vn

Trong gial doan 3 — dudi
6 tudi, tré kham pha thé
gidi  Xung quanh mot
cach nhanh chéng, tiép
xUc véi xung quanh bang
cac giac quan khac nhau,
phat trién ngbn ngit. Day
dugce coi 1a do tudi vang
dé phat trién tri tué, k¥
nang cho tré.

- ‘d
M~

.

V0 tinh tiép can théng
tin khong phu hop, ndi
dung doc hai.

- VO tinh rd ri, 16, mat
thong tin

5.

- Tré can cO k¥ nang lang
nghe — lam theo hudng
dan va k¥ ning béo céo.

- Khuyén nghi danh cho
cha me:

+ Thiét 1ap tai khoan trén
mang cho tré va két noi
vGi tai khoan bd me;

+ Thiét 1ap thoi gian tiép
xuc man hinh: Khong qua
1h/ngay

+ Quan ly hanh vi rui ro



NGUYEN TAC BVTE TREN MOI TRUONG MANG GIAI POAN PHAT TRIEN (7-11 TUOI)

VN-COP Network

Khong glan mang an toan, cong dan so0 tuong lal

P§ tudi 6 - dwdi 11 tuoi

Pay la ltra tudi tré em da
bat dau hoc tap va tim
hiéu twong tac trén moi
truong mang trong mot
gidi han nhat dinh, bat
dau hinh thanh céc k¥
nang 50.

WWW.VN-CcCOoOp.vn

Giai doan phat trién

Rui ro thwong gap

-R0 ri, 10 lot thong tin ca
nhan.-

- Tiép can théng tin
khong phu hop, ndi dung
doc hai.

- Bj két ban xau:

- Bit nat trén mang;

- Xam hai tinh duc trén
mt Mang

K¥ niing tré cin co

- Quan ly danh tinh so:
Nhan biét danh tinh s6 an
toan.

- Quan ly quyén riéng tu;
ty setup mat khau, ko
chia sé thong tin.

-Quan ly thoi gian tiép
xUc, biét tudn thu theo ké
hoach.

- Quan ly rui ro: biét
nhan biét va canh béo
hoac nho su trg giup.

Bai 5

Phan |1

Khuyén nghi danh cho cha me

-Cung thiét 1ap quy tac su
dung internet.

- Pao tao, huong dan tré
nhian biét rai ro trén
MTM; bién phap phong
tranh.

- Cai dit mot sé tng
dung theo doi, giam sat,
ho tro.




VN-COP Network

Khong glan mang an toan, cong dan so0 tuong lal

P§ tudi 11 — 16 tuoi

Pay 14 lra tuoi tré em da
bat dau hoc tip va tim
hiéu twong tac trén moi
truong mang trong mot
gidi han nhat dinh, bat
dau hinh thanh cac k§

nang so.

WWW.VN-CcCOoOp.vn

Giai doan tién trwéng thanh

Rui ro thwong gap

-R0 ri, 10 lot thdng tin ca
nhan.

- Tiép can théng tin
khong phu hop, noi dung
doc hai.

- Bi két ban xau; bit
nat,Xam hai tinh duc trén
mt Mang.

- Nghién internet; nghién
game;

- Selfie va Livestream
khong an toan;

-Tham gia cac tha thach
nguy hiém.

- Tin gia, tin sal sy that

K¥ niing tré can co

- Quan ly danh tinh so:
Biét str dung danh tinh s6
an toan, phan biét song
ao0, séng that.

- Quan ly quyén riéng tu;
ty setup mat khau, ko
chia sé thong tin.

-Tu thiét lap thoi gian
biéu st dung internet an
toan phu hop.

- Quan ly rui ro: nhan
biét, biét cach phong
tranh, c0 tu duy phan
bién va cO0 kha nang bao
c4o tim kiém nho sy tro
giap.

[

.

Bai 6

NGUYEN TAC BVTE TREN MOI TRUONG MANG GIAI POAN TIEN TRUONG THANH (12-16 TUOI) Phan ||

Khuyén nghi danh cho cha me

-Ton trong quyén su
dung Internet cua tré.

- Day tré cach thirc dam
bao an toan tai nha

- Pong hanh tim cach
giai quyét khi tré gip

phai.

5.




Khi tham gia
Internet, than
trong trudc khi
chiasecacthoéong
tin lién quan
dén ca nhan cua
minh va ngudi
khac trén mang

xa hoi.

Véi bdé me,
giao vién, ban
bé, nhan vién
bao vé tré em,
nhiing ngudi
tin tudng khi cé
bat ky van deé
nao can dén su
hé tro.

Quy tic ing xu trén moi trudng mang

=

Pong hanh bao
vé, lang nghe che
cho tre em khi tre
gap bat ky su khé
khdan nao, hudng
dan tré em cach xi
ly tinh hudong gap
phai pha hop véi
dé tudi.

Luon cha y, theo
doi, giam sat hoat
déng cua tré em
khi tré tham gia
khong gian mang.




8 Nguyén tic khuyén nghi danh cho cha me

VN-COP Netvvork

Khong glan mang an toan, cong dan so tuong lal

Ton trong quyén tu do ca nhan cua tré em trén mo1 truong mang; quan tdm cham soc, lang nghe y kién cua tré em;

Thuong xuyén trao do1 vai tré em ve so thich cua tré em khi tham gia cac hoat dong trén mo1 truong mang;

Cap nhat thong tin v€ cac rui ro do1 vdi tre em trén mo1 trrongmang va cac kién thirc, ky nang, cong cu dé bao vé tre

em trén mo1 truong mang;

HO trg, dong hanh va hudng dan tré em thuc hién cac bién phap phong ngira rui ro va dam bao an toan khi tham gia cac

hoat ddng trén mo1 trrong mang;

Giam sat, kiém duyé€t viéc st dung internet cua tré em, ndi dung tré em tim ki€ém, rng dung tré¢ em str dung, moi quan

h¢ cua trée em trén mo1 truong mang;

Quan tam, ch ¥ t&i nhitng thay doi bat thuong cua tré em dé dam bao tré em ludn duge bao vé va hd tro kip thoi trén

mo1 trudng mang;

Che ch¢, dong vién va giap do khi tré gap kho khan, rac r6i, bi bat nat hodc bi xam hai trén moi trrong mang;

Tich cuc tham gia cac hoat dong bao v¢ tré em trén mo1 trudng mang tai gia dinh, nha truong, cong dong, xa hoi.

WWW.VN-CcOop.vn




Phan III

Mot so ki€n thirc co’ ban dé cha me doéng
hanh cung con tréen moi triro’ng mang




M4t so kién thirc co ban gitip cha me dong hanh cung tré trén méi truéng mang

VN- COP Network

Khéng glan mang an to 6 tuong lai

Phan loai kién thirc

Bai 7 Bai 8 o BAiO
Kién thuc sir dung Kién thuc sir dung Mot s0 cOng cuy, phan

thiét bi an toan mang Xa hoi an toan FHEH ho fl"Q’ Ph\l.l huyph
dong hanh cung tré

WWW.VN-CoOp.vn



Bai 7

Kién thirc sit dung thiét bi an toan Phan 11|
VN-COP Network

Khong glan mang an toan, cédng dan s6 tuong lal

Gidi han thoi gian si dung, giéi han néi dung si# dung trén thiét bi chay hé diéu hanh 10S

Gidi han thai gian st dung:
Budc 1. Vao Settings (cai dat) va chon Screen Time.
Budc 2. Chon App Limits hodc chon Bat gidi han vé mat ndi dung

Buéc 3. Chon Ung dung muén gidi han
Budc 4. Chon thot gian gidgn han

" 2scinn ity romin i - gatbshestoon < Quay lai N&i dung web < Quay lai Ndi dung web < Quay lai Thém trang web
£3) ©nd a0 ey bay Shidng ivh TV ©)
4 Al ol hen ( P
wWFi - G..Mv‘ _— » Sach NOI DUNG WEB A DU
ns Urg dung c > J NG WEB
o Buscom M harg (Tunes & Agp Some Truy cép khbng gidi han URL youmbeconi

@ oo . Truy cip khdng gidi han

g dung A phvin .
Urg dung thu nhd

B o¥e vy cle cirhin 0 G hon B8 e preTpTp Gidi han trang web ngudi 16n v
bt hasiodm . Gidi han trang web ngudi Idn v
B ™o @) Lo choohts ris v 585 ung wed 5 Whde Chi trang web dudc phép
Dich wy Giny o

o Aem tharts & Cam dng 23t ghdi hon TU dong gidi han truy cdp vao nhidy trang web ngudi Idn, Ban Chi "‘ang web duqc phép

v a\l Do by O thé thém cac trang web dudc phép va bi gidi han cu thé
0 g uncita N Gung tim ke trée web ‘ bén dud T d6ng asdi han triy cip vao nhidu trana web naudi 1an. Ban

Lien £ §

8 This gion =i dyrg v [r—— o : cO thé thém cice trang web dudce phép va bi gidi han cu thé

%W A MY MY N gl 30 drg L2 ke LUON CHO PHEF bén dudi

_ o syt e R e Thém trang web : -
B cudiectung 9 LUON CHO PHEP
Ted chel ntdlu nguli

Trung tiem did it Ctéa 24 win cde Mt by Chis o2 i cia o

: - Thin ban bé ' 1 8 M tran ey
@ venvion s 0o sing g oy i Caat ol ol o nal gn i apptbngtip. 10 9 0 Bhatoom ; KHONG CHO PHEP Thém trang web

Gtv mdn hinh r
Man Mok crieh . Murd ‘ ThA .
=} At W 102 e s gy o g dt s g8 e &gn e rhém trang web
T1d nésg T : T . NnIndpng R nd ) KHONG CHO PHEP
- 1R D e 0o Tk biw Nhdn tn rideg W2

a NN O c— — Qusng cd0

Thém trang web ]
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Bai 7

Kién thirc sir dung thiét bi an toan Phan [l

VN-COP Network

Khéng glan mang an toan, céng dan s6 tuong lal

Gidi han thoi gian si dung, giéi han néi dung si dung trén thiét bi chay hé diéu hanh Android

1054 B - ‘" B68% 10054 B - 'Y m68%

/T\

Trang tong quan

&  Trang tong quan

Q Tim kiem cai dat e Digital Wellbeing E
Thai gian sir dung thiét bi Thai gian st dung thiét bi

-_— AARET LU, TG, INTILREIY 1y e

Cai dat 1 phut

e Bo nhé Hém nay G Chrome
Da su dung 22% - Con trong 49,70 GB <1 phut
1 phut o Pat bo tinh gi¢ ing dung
Béo mét va vi tri i o ‘ g B
Khoa man fin, van tay Anh Quén Iy B4 tinh gi& ing dung nay cho Chrome sé
¥ 7 dat lai luc nua dém
2 ‘ . : ~ Google
@ Tai khoan | ' G }(.}J[
Google, Office
Chrome ) .
< Th4,20thg 3 Actions Services
0 Hé tro tiép can 1 1 9 phit
Trinh doc man hinh, man hinh, tuong tac ' i
Luot mo khoéa Théng béo - 5 X 0 gio 30 phat
¥ Hen gi¢ cho img dung Q AlReader
phut
Ml Dich vu Mi o g Ban ¢6 thé hen gi hang ngay cho hau hét img
Cac cach ngat két noi dung. Khi két thuc gi& hen, img dung sé bi tam
dimg tir thoi diém d6 cho dén hét ngay a Ban do
it ; » €Y phut
@ Digital Wellbeing Trang t8ng quan
Thoi gian su dung thiét bi, hen gio cho un D3 hen gio cho 0 ung dung Cai d3
g : G ai dat :
s ® Caping
@ Google Nghi ngoi
Dich vy va thy chon Dang tat " — £ 1 TAn 1
jch vt U ( i Quan!ly Tap tin 8 ’ CH Play
¥a fa i ) ' ) philt

Py [l ST T
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Bai 7

Phan ||

Kién thirc sir dung thiét bi an toan

VN-COP Network

Khong glan mang an toan, cong dan so0 tuong lal

Kich hoat Firewall (fwong lira) trén thiét bi chay hé diéu hanh Windows

B8 Control Panel & System and Security
Best match S
2 4 (M > Control Panel <« v A & > ControlPanel » System and Security
| Control Panel
App . s F
Adjust your computer’s settings Viewby: Category ¥ Control Panel Home . .
) P 9 e Security and Maintenance
Swwch wosk st web Control Panel e System j Security ¢ A s status and n:;z.hc 155U€s G Change User Account Control settings
O control panel  and web result > Svstemn and Security S i "puter problems
/ panel - se ;fv stem and Security & User Accounts Network and Internet
eview your C 5 d - CARAT_ . Aflisitas gLt
£ control panel windows 10 > R e e B @ Change account type aidwaie snd Sound ‘ Windows Defender Firewall
: Check firewall status ~ Allow an app through Windows Firewall
> ee Programs
£ control panel open > Open Appearance and Personalization = - System
. e
Network and Internet User Accounts Q
£ control panel owa > ' B = View amount of RAM and precessor speed O Allow remote access Launch remote assistance
View network status and tasks Clar { . Appearance and c ¢
lo R n PP See the e of this computer
£ control panel windows > Racont o e , Clock and Regio Dercoralration See the name of this compute
ardaware an ound ha date, time, or number formats L - .

D loniiot nariel Wee > B Uninstall a program by : i > Clock and Region \’ Power Options
/ View devices and printers 3 s " S :

*& Advanced sharing settings Add a device Ease of Access Ease of Access “ Change battery settings Change what the power buttons do Change when the computer sleeps
£ control panel indesign > Adiies c orvenoriy Gsed mobikty:settings Let Windows suggest settings « :

s 5 Network and Sharing Center " ps A —— Optimize visual display » File History

Settings 5 Save backup copies of your files with File History Restore vour files with File History

# Windows Defender Firewall S Programs Save backup copies of your files with File Histor estore your files with File Histor
2 4 ctrra NAL

System > @ Programs snd Festures [) Uninstall a program )y Backup and Restore (Windows 7)
. ack nd Restore (Windows 7) estore files from bach

&3 Taskbar notification area > Backup and Restore (Windows Restore files from backup

21 Internet Options
y . e
@ See if you have a 32-bit or 64-bit > 2 sstem i BitLocker Drive Encryption

version of Windows ¥s Manage BitLocker

5% View network compyters and devices

O Control Panel

e . .
W Detcncicr Facmel Customize settings for each type of network
« » » Control Panel System and Security Windows Defender Firewall You can modlfy the f"ewa" settlngs for each type of network that you use.
Help protect your PC with Windows Defender Firewall Private network settings
Control Panel Home
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC Q @ Turn on Windows Defender Firewall
Allow an app or feature through the Internet or a network. g " 5 . . . :
through Windows Defender []Block all incoming connections, including those in the list of allowed apps
- l o Private networks Not connected Noti hen Wind Defender Fi Il block
v/ I I
O Chanse iicaiionsiting otify me when Windows Defender Firewall blocks a new app
4 :.“"‘ ‘T;”““’S [f)ffende’ l 9 Guest or public networks Connected g (O Turn off Windows Defender Firewall (not recommended)
irewall on or o

G Restore defaults Networks in public places such as airports or coffee shops ; )
Public network settings

& Advanced settings

Windows Defender Firewall state: On © Turn on Windows Defender Firewall
Lol b Incoming connections Block all connections to apps that are not on the list
n in ions: on io ps { n I : . y " . ’ ’
of allowed apps []Block all incoming connections, including those in the list of allowed apps
Active public networks: ™ NGA_5G_93CADO Notify me when Windows Defender Firewall blocks a new app
Notification state: Notify me when Windows Defender Firewall blocks a . .
b i @ (O Turn off Windows Defender Firewall (not recommended)
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Kién thirc sir dung thiét bi an toan

Bai 7
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Khong glan mang an toan, cong dan so tuong lal

Tat tinh nang chia sé file, folder hay may in trén may tinhdung hé diéu hanh Windows

M¢& Control Panel

«i] Control Panel
App

E’l_ Network and Internet

&« v 4 fi_ Control Panel Network and Internet

| Panel H ,
RS S ki KA Network and Sharing Center

System and Security | View network status and tasks Connect to a network
e Network and Internet . Internet Options
FErikivaie shd Saina v= Change your homepage Manage browser add-ons

Programs
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

WWW.VN-CcOop.vn

View network computers and devices

Delete browsing history and cookies

Control Pane

Adjust your computer’s settings by: Categary *

‘ ionyo compunte S! User Accounts
Review your computer's status :
ave backup copres of you ez with File History G

3

sckup and Restore (Windows 7 2
ii-
- e linbarinat
-Q__ Network and Internet
-~ oV ,

N T 2 Clock and Region
/ Hardware and Sound v hange date, tene, or number format
E N View devices and printers

G Add # device se of Access

S~ Programs

Network and Internet Network and Sharing Center Advanced sharing settings

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private
Guest or Public (current profile)
Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

(T Turn on network discovery
(@ Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(Z) Turn on file and printer sharing
: > (@) Turn off file and printer sharing

All Networks



Kién thirc sit dung mang xi hoi (MXH) an toan

VN-COP Network

Khéng glan mang an toan, céng dan s6 tuong lal

Trén MXH Facebook Trén MXH Youtube

« Han ché str dung theo d6 tudi YouTube Kids : nén tang video an toan

« Day tré bao vé danh tinh ( An danh riéng cho tré em

cac thong tin ca nhén, cai dat G161 han thoi gian st dung YouTube

bao mat tai khoan, cai dat han Tao danh muc phat video trén YouTube
ché két ban v.v...) « Kich hoat ché do loc noi dung xau trén
YouTube
« Cé&c tng dung video an toan thay thé cho

YouTube: Jellies, Nick jr, Kidoodle. TV

WWW.VN-CcCOoOp.vn

Trén MXH Tiktok

Bat tinh nang Ghép néi gia dinh
Kich hoat quan ly thoi gian st
dung thiét bi trén tiktok

Kich hoat ché do han ché

Tat tin nhan truc tiép trén tiktok

Bai 8

Phan ||

Trén MXH Zalo

Zalo

X4c thyc tai khoan dé tranh bi ké
gian danh cap tai khoan

An tai khoan Zalo dé dam bao
riéng tu va an toan khi st dung
Chin tin nhan, cudc goi tir nguoi
la tranh bi lam phién, quay rdi
bat ma khdéa man hinh dang nhap

Zalo


https://support.google.com/youtube/answer/174084?hl=vi&ref_topic=9257520
https://vi-vn.facebook.com/help/1079477105456277/?helpref=hc_fnav
https://support.tiktok.com/vi/account-and-privacy/account-privacy-settings/privacy-and-safety-settings-for-users-under-age-18
https://help.zalo.me/?utm_source=linking&utm_medium=nav_home

Mot s6 cong cu, phan mém hd tro phu huynh dong hanh cung tré

Bai 9

Phan |
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Khéng glan mang an toan, céng dan s6 tuong lal

pourifys

Cy

CyberPurify Kids (Phan mém dugc phat trién bsi CyberPurify)

Cong nghé
Str dung cOng nghé tri tué nhan
tao (Al) giup viéc phat hién va
chan loc tirc thi, nhanh chdng
va mang do chinh xac cao

WWW.VN-Ccop.vn

v

Tién ich Loi ich
Phét trién dudi dang tién ich bo sung va hoan toan Phat hién va chin loc 15 loai ndi
mién phi, nguoi ding c6 thé cai dat cho cac trinh dung doc hai trén Internet theo
duyét Google Chrome, Safari, Microsoft Edge va thot glan thuc

FireFox
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Mt s6 cong cu, phan mém hd trg phu huynh dong hanh cung tré Phan |11

VN-COP Network

Khong gian mang an toan, céng dan s6 tuong lal

Cach thure kich hoat CyberPurify trén trinh duyét

e Trinh duyét Google Chrome

Bwéc 1: M6 trinh duyét Google Chrome
Bwéc 2: Nhan vao day dé mé Chrome Web Store

Buwéc 3: G “cyberpurify” trong 6 tim kiém va nhan Enter

Cyberpunty

Extensions

« Home

O Extensions

CyberPurify - Porn Blocker, Ad Blocker

N
O Themes C Offered by CyberPurify
Ra

Filter 15 types of harmiul content including pom, violence, horror, efc. Filter both domains or
OiRxxxx o KRR

O *%%x% sw

O *x*x sw

O %= sw

Bwérc 4: Nhan “Add to Chrome”

C CyberPurify - Porn Blocker, Ad Blocker Add 10 Chvome
AR RR s Productivity 2 356 useny

WWW.VN-COp.Vvn
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Mot s6 cong cu, phan mém hd tro phu huynh dong hanh cung tré Phan 111

Phdn mém Google Family Link

1. Giam sat cac thiét 1ap trén tai khoan ctia con

» Kiém soat cac thanh todn, tai vé va noi dung nao dugc hién thi.

« Kiém soéat trinh duyét Chrome (blacklist/whitelist website, kiém
soat quyén truy cap trang web). Phu huynh khéng thé thay duoc
lich sir duyét web qua Family Link ma chi c6 thé thuc hién xo0a
lich sir tr xa. Phu huynh néu can kiém tra lich str duyét web sé&
phai thuc hién trén chinh thiét bi ctia con.

* Loc ndi dung duoc hién thi trén Google Search.

« Thay dugc dia diém thiét bi ctia con.

» Kiém S04t tmg dung ndo con duoc tai vé tir Play store

2. Cap nhat thong tin ca nhan cho tai khoan cua con

R\ /4
S
VN-COP Network
Khéng glan mang an toan, céng dan s6 tuong lal

* https://families.google.com/intl/vi/familylink/

WWW.VN-COp.Vn



Mot s6 cong cu, phan mém hd tro phu huynh dong hanh cung tré

VN- COP Network

Khéng glan mang an to O tuong lal

Kaspersky Safe Kids la mot
tng dung da nén tang, cO thé
chay trén cac thiét bi
Windows, 10S, Android va
Mac OS

 Chin quyeén truy cap vao
nd1 dung khong phu hop
hoac c0 hai.

* Dat gid1 han thoi glan su
dung thiét bi cho mdi tré
em, mdi thiét bi.

« Theo doi vi tri cua con
bang GPS

WWW.VN-COp.vn

Phdn mém Kapersky Safe Kids

Danh muc website
Le Khanh Linh

o NGi dung ngudi Ién
Cam

Phan mém, Am thanh, Video
Canh bao

Rugu, Thudc |a, Ma tuy
Cam

Bao luc
Cam

Vi khi

Cam

Bang bo
Canh béo

CH bac, X6 s6, RUt thim tring thudng

Cam

Giao tiép qua Internet
Canh bao

Thuong mai dién tir
Cho phép

Tim kiém viéc 1am
Cho phép

® Trinh &n danh

Cam

° Tro chdi dién tr

Cho phép
Tén gido, t6 chifc tén gido
Manh han

o @&

Bai 9

Phan ||




Bai 9
Mot s6 cong cu, phan mém hd tro phu huynh dong hanh cung tré Phan 1]

Phdn mém Microsoft Family Safety

. ///////// Conrls duge " Mherosot
7

cung cap:
« Activity reporting - Bao
” cao hoat dong;
Microsoft ~. . gcreentime ﬁmits - Gié6i
Family Safety han thoi gian sir dung
Track your Kids location with Microsoft Launcher thiet bl’
o « Content filters - B6 loc
ndi dung khong phu hop;
« Locate - DPinh vi cac
thanh vién trong gia
dinh.

~

VN-COP Network

Khéng glan mang an toan

Phu huynh c6 thé thiét lap
mot family group cho cac tai
khoan Microsoft trong gia
dinh dé co thé s dung cac
tinh nang parental controls
ma Microsoft cung cap

WWW.VN-COp.vn
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Mot s6 cong cu, phan mém hd tro phu huynh dong hanh cung tré

VN-COP Netvvork

Khéng glan mang an toan, cédng dan s6 tuong lal

Cac don vi hd tro: phan anh, kiém tra

o1 02 03

Mang lud1 irng ctru bao ve tré em
trén mo1 truong mang

Hotline: 0963563571

Email: bvte@vncert.vn

Website: vn-cop.vn,
Facebook.com/BVTE.VNCOP

Tong dai Quoc gia Bao vé Tré em Co quan Cong an cac cap
Hotline: 111 hoac goi1 Hotline: 113
Email: tongdaiquocgial 1 1 @gmail.com

WWW.VN-cOop.vn



Mot s6 cong cu, phan mém hd tro phu huynh dong hanh cung tré

VN-COP Network

Khéng glan mang an toan, céng dan s6 tuong lal

Ung dung ho tro: phin danh, kiém tra

VN-COP Network

Khéng gian mang an toan, cong dan sd tuong lai

Lienkstmangxahoi [ K@ Search Q ‘
TRANG CHU MANG LUGI TAI LIEU HOI DAP BAY TO NGUYEN VONG TIN TUC SU KIEN cONG cuU

BAO CAO VE HANH VI, NOI DUNG XAM HAI TRE EM TREN MOI TRUONG MANG

bién théng tin lién hé cta ban Lua chon ndi dung bao cao *

Ho va tén (O Hanh vi bao hanh tré em trén mai truding mang
(D Hanh vi xam hai tinh duc tre em trén mai trudng mang

(O Hanh vi quay rdi, du do tré em trén méi trudng mang

[JHanh vi lra dao, lgi dung tré em trén maéi trrdng mang

O Link trang w

56 dién thoai O Group déc hai gay anh huéng t6i tré em trén méi treding mang

Pia chi

xdu doc anh hudng dén tré em trén mai trudng mang

(O Bat nat tré em (céc hanh vi boi nho, ha nhuc, ty chay...) trén maéi truéng mang
(JTiét 16 théng tin ca nhan cla tré em trén mai truvdng mang khi chura cé s déng y

OKhac

Email

Noi dung bao cao khac (néu cé)

Bién néi dung béo céo cu thé (dudi dang van ban, mdt dudng link xdu ddc hodc link hinh
anh, video) *:

Truy cap: https://vn-cop.vn/bao-cao-xam-pham

WWW.VN-cop.vn




9 « C & vn-cop.vn/kiem-tra & Q = W »

A h ° Nhén dién, phan tich, canh béo trang web chia ndi dung khong phu hop tré em.
T ttps: - kiem-t

ruy Ca p pS .//Vn CO p .Vn/ Ie ra - Cho phép ca nhan tim ki€m déng th&i ho trg Doanh nghiép két ndi cap nhat co s&
dif liéu website khéong phu hop vai tré em.

NHAP DUONG DAN (LINK) WEBSITE DE KIEM TRA

Kiém tra Website -
an toan cho tre em

- Cho phép ca nhan tim kiém dong thai ho trg Doanh nghiép két ndi cap nhat co s¢
dir liéu website khéng phu hop véi tré em.

NHAP DUONG DAN (LINK) WEBSITE DE KIEM TRA

h-game18.com khéng phi hep vai tre em

Nhap dudng links website can kiém
tra

&




VN-COP Network

Khong glan mang an toan, cong dan so0 tuong lal

Bio vé tré em la trach nhiém chung cua toan xa hoi, trong dé vai tro cac bac phu huynh ciing vo cung

quan trong trong viéc dong hanh, giao duc nang cao nhan thirc ciia tré:

WWW.VN-Ccop.vn

Ton trong quyén tu do ca nhan cua tré; quan tam cham séc, lang nghe y kién cua tré em,;
Thuong xuyén trao doi vai tré em veé so thich cua tré em khi tham gia cac hoat dong trén moi trudng mang;

Cap nhat thong tin v€ cac rui ro do1 voi tré em trén moi truodngmang va cac kién thirc, k¥ nang, cong cu dé bao v¢ tré em trén
mo1 tredng mang;

Ho trg, dong hanh va hudng dan tré em thuc hién cac bién phap phong ngira riii ro va dam bao an toan khi tham gia cac hoat
dong trén moi trudng mang;

Giam sat, ki€ém duyé€t viéc su dung internet cua tré em, nd1 dung tré em tim kiém, rng dung tré¢ em st dung, mo1 quan hé cua
tré em trén mo1 truong mang;

Quan tam, chl ¥ téi nhitng thay doi bat thudng cua tré em dé dam bao tré em ludén duge bao vé va hd tro kip thoi trén moi
truong mang;

Che ch¢, dong vién va giap do khi tré gap kho khan, rac roi, bi bat nat hodc bi xam hai trén méi trrong mang;

Tich cuc tham gia cac hoat dong bao v¢ tr¢ em trén mo1 truong mang tai gia dinh, nha truong, cong dong, xa hoi.




Nang cao nhan thirc vé str dung mang an toan la cach bao vé tré hoan hao nhat

Moi trwd’ng mang an toan - Cong dan sé twong lai
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Khéng gian mang an toan, céng dan sé tuong lai
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